United States Patent

US008566580B2

(12) 10) Patent No.: US 8,566,580 B2
Ben-Itzhak et al. (45) Date of Patent: Oct. 22,2013
(54)  SPLITTING AN SSL CONNECTION 2004001572 ALy a2o04 Bonebetal oo T3
eshima et al.
BETWEEN GATEWAYS 2007/0038853 Al* 2/2007 Dayetal. .......... .. 713/153
. 2008/0060055 AL™*  3/2008 Lau .....ccccovevvvvivinricannn 726/3
(75) Inventors: Yuval Ben-It.zhak, Tel-A.VlV (IL); Shay 2008/0146240 Al* 6/2008 Trudeau ...... . 455/445
Lang, Tel-Aviv (IL); Dmitry 2008/0307219 Al1* 12/2008 Karandikar 713/153
Rubinstein, Kfar Netter (IL) 2009/0013399 Al*  1/2009 Cottrell et al. . .. 726/12
2009/0178061 Al* 7/2009 Sandoval etal. ............. 719/328
(73) Assignee: Finjan, Inc., New York, NY (US) * cited by examiner
(*) Notice: Subject to any disclaimer, the term of this Primary Examiner — Krista Zele
patent is extended or adjusted under 35 Assistant Fxaminer — James Forman
US.C. 154(b) by 1447 days. (74) Attorney, Agent, or Firm — Bey & Cotropia PLLC
(22) Filed: Jul. 23, 2008 A system for secure communication, including a first security
computer communicatively coupled with a client computer
(65) Prior Publication Data via an SSL connection, including a certificate creator, for
receiving certificate attributes of a server computer certificate
US 2010/0023756 Al Jan. 28, 2010 and for creating a signed certificate therefrom, and an SSL
(51) Int.Cl connector, for performing an SSL. handshake with the client
H0;IL éy 06 (2006.01) computer using the signed certificate created by said certifi-
(52) US.Cl ’ cate creator, and a second security computer communica-
e ] ] tively coupled with a server computer via an SSL connection,
U.SPC ........... e 713/156; 726/12; 726/3 and communicatively coupled with the first security com-
(58) Field of Classification Search puter via anon-SSL connection, including an SSL connector,
USPC e 713/15.6; 726/3, 12 for performing an SSL handshake with the server computer
See application file for complete search history. using a signed certificate provided by the server computer,
(56) References Cited and a protocol appender, for appending attributes of the

2002/0128925 Al*

U.S. PATENT DOCUMENTS

6,963,972 B1* 11/2005 Changetal. .................. 713/153
9/2002 Angeles 705/26

SECURITY

THIRD PARTY

signed certificate provided by the server computer within a
message communicated to the first security computer. A
method is also described and claimed.

10 Claims, 8 Drawing Sheets

SECURITY

a——  CUENT  ——ie GATEWAY A e GATEWAY "*"‘“ GATEWAYR TR SERVER ‘—"
1105 1110 115
(..,,) - ») o
SEND SSL REQUEST TO ESTABLISH A ACCEPT CONNECTION
ESTABUSHA bl CONNECTION TO THIRD |——#]  WITH SECURITY
CONNECTION PARTY GATEWAY GATEWAY A
1120 1125
1 o -
ESTABLISH A SEND SSL REQUEST TO
CONNECTIONTO  —wl  ESTABLISHA
SECURITY GATEWAY B CONNECTION
i 1130 1130
i f“)
SSLHANDSHAKE ===  SSL HANDSHAKE
l 135
2
AFPEND SERVER
CERTIFICATE
ATTRIBUTES TO
HEADER
1150 1145 l 1140
- ») - ") c J
CREATE SSL
FORWARD REPLY TO SEND CONNECT REPLY
CERTIFICATE USING st | -
O CATE s SECURITY GATEWAY A ESSAGE
1185 1 1158
;
st i
SSLHANDSHAKE  f———=1  SSLHANDSHAKE




US 8,566,580 B2

Sheet 1 of 8

Oct. 22, 2013

U.S. Patent

(1YY ¥0Tdd)

|| 31ndN0D WaAuES

00¢

V1

OI4

HILNdWOD LNIJITO

001



US 8,566,580 B2

Sheet 2 of 8

Oct. 22, 2013

U.S. Patent

|| y31ndWOD ¥3ANTS

00e

(1YY d0T1dd)
dT '9I4

| y31ndwoo Avmalve

ALIMNO3S \ I8s

00¢e

H3LNdWOD LNIITO

001



US 8,566,580 B2

Sheet 3 of 8

Oct. 22, 2013

U.S. Patent

[| y31ndwoo ¥anu3s

(1dV ¥0O1dd)

o1

| ¥31NdWOD AVMALYD
, ALIMND3S

DI

| M31NdNOD AVYMILYD
\  ALdvd QYiHL

0oy

HILNAWOD LNIITO




US 8,566,580 B2

Sheet 4 of 8

Oct. 22, 2013

U.S. Patent

L NILNdNOD Y3ANES

i U3LNAWOO AYMILYD

ALRINDES

T8S-NON

HILAGWOD AYMILYD

ALHVd QuiHL

ISS-NON

HIALNAWOD AVMILYD
ALRNO3S

HILINAWNOD LNAMO




US 8,566,580 B2

Sheet 5 of 8

Oct. 22, 2013

U.S. Patent

¢ DI

TIVHSTNVH 188 BIVHSONVH 1SS
p Y p
g9tL gsbl
FOVSSaN w| ¥ AVMALYD Altunozs | | TINEOSH STOERLY
A3 LOINNOD ONZS OL AE QEYMHOS SOgLoa
p i p P
ovh Svb 0shh
H3avaH
0L SALNGNILLY
ALYDIAILNTO
HIAUIS ONEIddY
— I
sehl
BIVHSANVH 188 TAVHSONVH 188
p p ]
ogh oghL
NOILOINNOD 8 AVMALYD ALRIND3S
v HSI1av.S3 OL NOLLOINNOD
OL LS3NOR 1SS ANS v HSMav.S3
— — [
gziL 0zLL
Y AYM3LYO AVMILYD ALHVd NOILOINNOO
ALMNOIS HLIM [ QIHL OL NOLLD3NNOD |« ¥ HSITav1S3
NOLLOANNGD 1300V ¥ HSITav1S3 0L L3N0 1SS aN3s
ﬂ‘ik ﬂ\L ‘X.,L
Shi okt soLL
~ . 4 AVMALYD AYMALYD ¥ AVMILYO
HEAES ¥ _ ) ALRINOAS ’ _ * ALV GHIHL ” _ y ALMNOAS gy NS

—




US 8,566,580 B2

Sheet 6 of 8

Oct. 22, 2013

U.S. Patent

Vv 'DId

IUVHSONYH 1SS THYHSANYH 188
7 -
—~ ~ [
SvzL 5v2h
NGHOFNNGD 8 AYMI VS ALIHNO3S
¥ Helgvlsa % OL NOILOINRGO
0L LSANTI 188 NS ¥ HSBvs3
- ' ]
ovaL g€z}
¥ AVMIIVO AVMILVED ALHvd
ALBINDTS HiM CHIRL OL NOLLDINNOD
NOILOINNOD LdF00Y ¥ HSITAYLS3
e 7 h
0£ZH STTL

Til L ERED

1S3N0=Rd NOLLDINNOD
QL HEYH/LNIMFIIDMI4
ONSdv

- [
oTe

FLVOILE3D 40
HEVHLNISAHIONIS
JLVHINID

ON 1 31V AY HIANIS

pos

Slzi s34

ZIHIVD D01

HOS LYUALHID S

~
oled

NOLLOZNNOD
Y HSIIBYLS3
0L L83NTIY 1SS ONIS

pu=
S0Z1

» _ ‘ 8 AYMILYD -lat AVIAILNYS -l ¥ AYMIALYS » — “ INZMD >
ALIENDIS ALdvd el ALRINOIS




US 8,566,580 B2

Sheet 7 of 8

Oct. 22, 2013

U.S. Patent

—

EERCE

dt "'DId

DIVIHSONVH 135

BHYHSANH 183

P2
G824 M

BLYOIHAD
AAHOYD ISN

0szs

SLVISIRIE0 3OV
"UIAIZOH SALOHRLLY
DNIZM LYTIZUA S0
185 3LYAED

¥ AVMILYD ALINO3S |

GL33iNa LY
FENDIHLEID
Y3AHIE ANddY

SAA LHDDAN SIHEVH
JSLNMEREONIZ QT

08z n{ﬂ\\

FNIHALIEIT HIAUIS
20 HSVHLUNISAEIONIZ

FLYUINTD
poacy
5524 H =Ty
Tisanoau ol o
O30N3ddY HSYH uy’
\F\wammmgxmu_ le\_
=
0%2t

- ASYSSHYE
AldId LOANNOT ONZS Gi ATcE OHeradCd
[ [
248 GiTt
H3av3H

L03MF03Y mwhbgmt.,w

FAVDAANID

T

S6C1

. G AVMILVE > ! ” AVRILYD . * - W AVMILVD » “ “ NI
ALIHEOES i ALdVe i ALHNDAS

—



US 8,566,580 B2

Sheet 8 of 8

Oct. 22, 2013

U.S. Patent

S DI

_ HIUNIddY TOI0LOH M .
" Sl
2 qove | 2
8 Z
= _ HIOOOHE TLVIILLHID d o
YIAMAS HIIM i o 3 AVMBLVO ALV GHIHL
NOILLD3NNOD 188 3 qoat 4 HLIM KOLLDSNNOD T8S-NON
* &
_ HOLVEYINTD ILVOIILNID ﬁ
L s, .
q0i€ qOLE a0z
2008
N Jw
r > H HIANIdY 10D0LOUd _

,r\\!/. 2 mow.mL &

008 a 5

~ ]

s} P4

A 8 g HICOINT TLVIAILNID ; z v
AYMIALED ALY QL Z = ) NSO HIM
HLIM NOLLOZNNQD 1SS-NON Py e0ge 7 NOHLOINNGD 188
m @0
E HOLYIHO JLYOIAHLNIO _
o py =
epze egge 2018
VT
FIVOILNI




US 8,566,580 B2

1
SPLITTING AN SSL. CONNECTION
BETWEEN GATEWAYS

FIELD OF THE INVENTION

The field of the present invention is secure network com-
munication.

BACKGROUND OF THE INVENTION

Secure Sockets Layer (SSL) is a protocol used to encrypt
communication between a client computer and a server com-
puter. In this regard, reference is now made to FIG. 1A, which
is a prior art diagram of a client-server system using one SSL.
connection. The SSL protocol enables a client computer 100
to authenticate a remote server computer 200, by means of
signed certificates. The SSL protocol utilizes a handshake
procedure to exchange and validate a certificate, prior to
establishing an encrypted connection. Generally, the hand-
shake procedure degrades performance and causes latency.

Often a security gateway computer is used to inspect data
being communicated between server computer 200 and client
computer 100. In this regard, reference is now made to FIG.
1B, which is a prior art diagram of a client-server system with
a security gateway computer 300, using two SSIL connec-
tions. Security gateway computer 300 may detect malicious
content and confidential data. As seen in FIG. 1B, the SSL
protocol between client computer 100 and server computer
200 is split. Each side of security gateway computer 300
establishes a separate SSL. connection. There is an SSL con-
nection between client computer 100 and security gateway
computer 300, for which security gateway computer 300 acts
as a server; and there is an SSL connection between security
gateway 300 and server computer 200, for which security
gateway computer 300 acts as a client. The additional SSL
handshake required by the additional SSL connection addi-
tionally degrades performance and causes additional latency.

Often security gateway computers operate in conjunction
with third party gateway computers, such as content caching
gateway computers. In this regard, reference is now made to
FIG. 1C, which s a prior art diagram of a client-server system
with a security gateway computer 300 and a third party gate-
way computer 400, using three SSL connections. Third party
gateway computer 400 does not inspect the data content trans-
mitted via the SSL connection and, as such, does not need to
encrypt the data content. Nevertheless, since third party gate-
way computer 400 is networked within an SSL. connection, it
must re-establish the SSL connection on both of its sides.
Although the topology of FIG. 1C is technically sound, it has
a significant penalty in performance and latency due to the
need to perform three SSL handshakes. Moreover, the penalty
is magnified if third party gateway computer 400 is replaced
with a plurality of third party gateway computers.

It would thus be of advantage to provide a more efficient
way to network a security gateway computer with one or more
third party gateway computers, when the one or more third
party gateway computers do not need to inspect data content.

SUMMARY OF THE DESCRIPTION

Aspects of the present invention relate to a method and
system for networking a security gateway computer with one
or more third party gateway computers, when the third party
gateway computers do not need to inspect the data content
they receive and transmit. The third party gateway computers
may be, for example, caching gateway computers. Embodi-
ments of the present invention provide a network that requires
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2

only two SSL handshakes, regardless of the number of third
party gateway computers in the network. In contrast, prior art
networks require at least n+2 SSL handshakes, where n is the
number of third party gateway computers in the network.

Embodiments of the present invention use two security
gateway computers that surround the third party gateway
computers. A permanent encrypted tunnel/pipe is established
between the two security gateway computers.

To support SSL certificate validation of a server computer
by a client computer, the security gateway computer adjacent
to the client computer generates certificates with credential
attributes of the server computer. Additionally, the security
gateway computer adjacent to the client computer maintains
an up-to-date certificate cache, so that the same certificate
may be used for client requests to the same server computer.

There is thus provided in accordance with an embodiment
of the present invention a system for secure communication,
including a first security computer communicatively coupled
with a client computer via an SSL. connection, including a
certificate creator, for receiving certificate attributes of a
server computer certificate and for creating a signed certifi-
cate therefrom, and an SSL connector, for performing an SSL.
handshake with the client computer using the signed certifi-
cate created by said certificate creator, and a second security
computer communicatively coupled with a server computer
via an SSL. connection, and communicatively coupled with
the first security computer via a non-SSL connection, includ-
ing an SSL connector, for performing an SSI. handshake with
the server computer using a signed certificate provided by the
server computer, and a protocol appender, for appending
attributes of the signed certificate provided by the server
computer within a message communicated to the first security
computer.

There is additionally provided in accordance with an
embodiment of the present invention a method for secure
communication, including forwarding, from a first security
computer to a second security computer, a request from a
client computer to connect to a server computer, establishing
an SSL connection between the second security computer and
the server computer, including performing, by the second
security computer, an SSL. handshake with the server com-
puter using a signed certificate provided by the server com-
puter, appending, by the second security computer, attributes
of the signed certificate provided by the server computer
within a message communicated to the first security com-
puter, receiving, by the first security computer, certificate
attributes of the server computer certificate, creating, by the
first security computer, a signed certificate from the received
certificate attributes of the server computer certificate, and
establishing an SSL. connection between the first security
computer and the client computer, including performing an
SSL handshake with the client computer using the signed
certificate created by the creating.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be more fully understood and
appreciated from the following detailed description, taken in
conjunction with the drawings in which:

FIG. 1A is a prior art diagram of a client server system
using one SSL connection;

FIG. 1B is a prior art diagram of a client-server system with
a security gateway computer, using two SSL connections;

FIG.1C s a prior art diagram of a client-server system with
a security gateway computer and a third party gateway com-
puter, using three SSL. connections;
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FIG. 2 is a diagram of a client-server system with two
security gateways and a third party caching gateway, using
only two SSL connections, in accordance with an embodi-
ment of the present invention;

FIG. 3 is a simplified flowchart of a method for establishing
an SSL connection between a client and server computer,
when a security gateway computer and a third party gateway
computer intermediate between the client and the server com-
puters, in accordance with an embodiment of the present
invention;

FIGS. 4A and 4B are simplified flowcharts of an enhance-
ment for the method of FIG. 3, using a certificate cache, in
accordance with an embodiment of the present invention; and

FIG. 5 is a simplified block diagram of security gateway
computers that cooperate in SSL certificate validation, in
accordance with an embodiment of the present invention.

DETAILED DESCRIPTION

Aspects of the present invention relate to a communica-
tions network having an intermediary security gateway com-
puter and one or more intermediary third party gateway com-
puters, where the third party gateway computers do not need
to inspect the data content they receive and send. Using
embodiments of the present invention, the connection
between a client and a server is split into two SSL connec-
tions, and two or more non-SSL connections. One of the two
SSL connections is used for communication between the
client and a first security gateway computer, and the other of
the two SSL connections is used for communication between
the server and a second security gateway computer. The two
or more non-SSL connections are used for communications
between a security gateway computer and a third party gate-
way computer, and for communications between two third
party gateway computers.

The first and second security computers are operative
cooperatively to authenticate signed certificates that are pro-
vided by the server during an SSL handshake. The second
security computer transmits to the first security computer the
certificate attributes received from the server, and the first
security computer acts as a certificate authority, and creates a
certificate for the client based on the attributes of the server
certificate.

Reference is now made to FIG. 2, which is a diagram of a
client-server system with two security gateways and a third
party caching gateway, using only two SSL. connections, in
accordance with an embodiment of the present invention.
Shown in FIG. 2 is a client computer 100 that communicates
with a server computer 200 within a network in which a first
security gateway computer 3004, a third party gateway com-
puter 400, and a second security gateway computer 3005
intermediate. Third party gateway computer 400 does not
need to inspect the data content that it receives and sends. In
some instances the data content passing through third party
gateway computer 400 may need to be encrypted, and in other
instances the data content may not need to be encrypted.

It will be appreciated by those skilled in the art in the
ensuing description that embodiments of the present inven-
tion apply as well to a topology wherein third party gateway
computer 400 is a plurality of networked third party gateway
computers.

Notable in FIG. 2 is the use of two SSL connections and
two non-SSL connections. As such, establishing a connection
between client computer 100 and server computer 200
requires only two SSL. handshakes. Specifically, security
gateway computer 300q establishes an SSL. connection with
client computer 100, and security gateway computer 3005
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4

establishes an SSL. connection with server computer 200. The
connections between security gateway computer 300a and
security gateway computer 3005 are non-SSL connections,
which are higher performance and lower latency connections
than SSL connections.

Using the network topology of FIG. 2, client computer 100
and server computer 200 are still connected over SSL, and a
certificate is exchanged and validated. If the communication
between security gateway computers 300a and 3005 is
required to be encrypted, an encrypted tunnel/pipe is estab-
lished between the security gateway computers, such as an
Open-VPN tunnel. In cases where there are many connec-
tions between security gateway computers 300a and 3005, a
permanent encrypted tunnel/pipe is established between
them.

For the network topology of FIG. 2 to support SSL certifi-
cate validation, security gateway computers 300a and 3005
perform special processing, as described hereinbelow regard-
ing the methods of FIGS. 3 and 4.

Reference is now made to FIG. 3, which is a simplified
flowchart of a method for establishing an SSI connection
between a client and server computer, when a security gate-
way computer and a third party gateway computer interme-
diate between the client and the server computers, in accor-
dance with an embodiment of the present invention. The
flowchart of FIG. 3 is divided into five columns. Starting from
the left, the first column includes steps performed by client
computer 100 (“client”), the second column includes steps
performed by security gateway computer 300a (“security
gateway A”), the third column includes steps performed by
third party gateway computer 400 (“third party gateway”), the
fourth column includes steps performed by security gateway
computer 3005 (“security gateway B”), and the fifth column
includes steps performed by server computer 200 (“server”).

At step 1105, the client computer sends an SSL request to
security gateway A, to establish a connection, using the CON-
NECT request method. At step 1110 security gateway A
establishes a connection to the third party gateway. If an
encrypted connection is desired, then security gateway A
establishes an encrypted connection to the third party gate-
way using, for example, Open-VPN. If subsequent connec-
tion requests are anticipated, then the connection between
security gateway A and the third party gateway remains as a
tunnel/pipe, in order not to disconnect.

At step 1115 the third party gateway accepts the connection
with security gateway A. At step 1120 the third party gateway
establishes a connection to security gateway B. As above, if
an encrypted connection is desired, then the third party gate-
way establishes an encrypted connection to security gateway
B using, for example, Open-VPN. Also as above, if subse-
quent connection requests are anticipated, then the connec-
tion between the third party gateway and security gateway B
remains as a tunnel/pipe, in order not to disconnect.

At step 1125 security gateway B sends an SSL request to
the server, to establish a connection, using the CONNECT
request method. At step 1130 security gateway B and the
server perform an SSL handshake to authenticate a server
certificate. Upon success of the handshake, an SSL connec-
tion is established between security gateway B and the server.
Atstep 1135 security gateway B appends the server certificate
attributes to a header in the protocol, such as an HTTP reply
header. Certificate attributes generally include inter alia a
domain name and a validity date.

At step 1140 security gateway B replies to the third party
gateway with a CONNECT reply message. The reply
includes the server certificate attributes in its header. At step
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1145 the third party gateway forwards the reply received from
security gateway B to security gateway A.

At step 1150 security gateway A creates an SSL certificate
using the attributes of the server certificate. Finally, at step
1155 security gateway A and the client perform an SSL hand-
shake to authenticate the certificate created by security gate-
way A. Upon success of the handshake, an SSL. connection is
established between security gateway A and the client. At this
stage, subsequent requests from the client to the server may
be communicated over the established connections.

In accordance with an embodiment of the present inven-
tion, the method of FIG. 3 may be enhanced by maintaining a
local certificate cache at security gateway A. Such a cache
obviates the need for security gateway B to send the server
certificate attributes to security gateway A. Instead, a cached
server certificate is used. However, certificates often expire
and are renewed. In order that the certificate cache at security
gateway A be up-to-date, security gateway B sends updated
server certificates to security gateway A when the server
certificates change.

In this regard, reference is now made to FIGS. 4A and 4B,
which are a simplified flowchart of an enhancement for the
method of FIG. 3, using a certificate cache, in accordance
with an embodiment of the present invention. The flowchart
of FIGS. 4A and 4B is divided into five columns, as described
above with reference to FIG. 3.

At step 1205 the client sends an SSL request to security
gateway A, to establish a connection, using the CONNECT
request method. At step 1210 security gateway A checks its
local certificate cache to determine if a certificate for the
requested server name is already available in cache. If so, then
at step 1215 security gateway A generates a fingerprint or
hash of the server certificate, and at step 1220 security gate-
way A appends the fingerprint/hash to a connection request.
Otherwise, if it is determined at step 1210 that a certificate for
the requested server name is not available in cache, then
processing advances directly to step 1225, by-passing steps
1215 and 1220.

At step 1225 security gateway A establishes a connection
to the third party gateway. The connection request will
include the fingerprint/hash of the server certificate if steps
1215 and 1220 were performed. If encryption between secu-
rity gateway A and the third party gateway is desired, then an
encrypted connection is established, using, for example,
Open-VPN. If subsequent requests are anticipated, then the
connection between security gateway A and the third party
gateway remains as a tunnel/pipe, in order that it not discon-
nect.

Atstep 1230 the third party gateway accepts the connection
with security gateway A. At step 1235 the third party gateway
establishes a connection to security gateway B. The connec-
tion request received by security gateway B from the third
party gateway will include the fingerprint/hash of the server
certificate if steps 1215 and 1220 were performed. As above,
if encryption between the third party gateway and security
gateway B is desired, then an encrypted connection is estab-
lished, using, for example, Open-VPN. Also as above, if
subsequent requests are anticipated, then the connection
between the third party gateway and security gateway B
remains as a tunnel/pipe, in order that it not disconnect.

At step 1240 security gateway B sends an SSL request to
the server, to establish a connection, using the CONNECT
request method. At step 1245 security gateway B and the
server perform an SSL handshake to authenticate a server
certificate. Upon success of the handshake, an SSL connec-
tion is established between security gateway B and the server.
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At step 1250 security gateway B determines whether a
fingerprint/hash of the server certificate was included in the
request made at step 1235. If so, then at step 1255 security
gateway B generates a fingerprint or hash of the certificate it
received from the server during the SSL. handshake at step
1245. At step 1260 security gateway B compares the finger-
print/hash received at step 1235 with the fingerprint/hash
generated at step 1255. If the two fingerprints/hashes do not
match, then the server certificate was recently updated, and
the server certificate cached at security gateway A is no longer
valid. At step 1265 security gateway B appends the certificate
attributes from the server certificate received at step 1245, to
a header in the protocol, such as an HTTP reply header.
Otherwise, if the two fingerprints/hashes compared at step
1260 do match, then the server certificate cached at security
gateway A is still valid. In this case, processing advances
directly to step 1270, by-passing step 1265, and no certificate
attributes are appended to the reply message.

If security gateway B determines at step 1250 that a fin-
gerprint/hash was not included in the request received at step
1235, then processing advances directly to step 1265, by-
passing steps 1255 and 1260.

At step 1270 security gateway B replies to the third party
gateway with a connection reply message. At step 1275 the
third party gateway forwards the reply received from security
gateway B to security gateway A.

At step 1280 security gateway A determines whether server
certificate attributes are included in the reply message
received from the third party gateway computer at step 1275.
If so, then at step 1285 security gateway A creates an SSL
certificate using the attributes included in the reply message,
and stores the created certificate in its local cache for subse-
quent access. Otherwise, at step 1290 security gateway A
retrieves its cached certificate.

Finally, at step 1295 security gateway A and the client
perform an SSL handshake to authenticate the certificate
created at step 1285 or the cached certificate, as appropriate.
Upon success of the SSL. handshake, an SSL. connection
between gateway server A and the client is established. At this
stage, subsequent requests from the client to the server are
communicated over the established connections.

Reference is now made to FIG. 5, which is a simplified
block diagram of security gateway computers 300a and 3005
that cooperate in SSL certificate validation, in accordance
with an embodiment of the present invention. Security gate-
way computers 300a and 3006 are operative to perform the
steps in FIGS. 3, 4A and 4B that apply to security gateways A
and B, respectively. In addition to the components shown in
FIG. 5, each of security gateway computers 300a and 3005
includes standard computer hardware (not shown), including
inter alia one or more processors, one or more hard disk
drives, RAM, a communication bus, one or more network
interfaces, and /O drivers including inter alia drivers for a
keyboard, a mouse and a graphical display.

As shown in FIG. 5, security gateway computer 300a
includes an SSL connector 310qa, for establishing an SSL
connection between security gateway computer 300a and a
client computer. SSL connector 310« is used in performing
step 1155 of FIG. 3 and step 1295 of FIG. 4B. Security
gateway computer 300a also includes a non-SSL. connector
320a, for establishing a non-SSL encrypted or non-encrypted
connection between security gateway computer 300a and a
third party gateway computer. Non-SSL. connector 320aq is
used in performing step 1110 of FIG. 3 and step 1225 of FIG.
4A. Security gateway computer 300q also includes a certifi-
cate creator 330a, for creating a signed certificate for
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attributes of a server certificate. Certificate creator 330a is
used in performing step 1150 of FIG. 3 and step 1285 of F1G.
4B.

Security gateway computer 3005 includes an SSL. connec-
tor 3105, for establishing an SSL. connection between secu-
rity gateway computer 30056 and a server computer. SSL,
connector 3105 is used in performing step 1130 of FIG. 3 and
step 1245 of FIG. 4A. Security gateway computer 3005 also
includes a non-SSL connector 3204, for establishing a non-
SSL encrypted or non-encrypted connection between secu-
rity gateway computer 3005 and a third party gateway com-
puter. Non-SSL connector 3205 is used in performing step
1120 of FIG. 3 and step 1235 of FIG. 4. Security gateway
computer 3005 also includes a protocol appender 3405, for
appending certificate attributes within a protocol request.
Protocol appender 3405 is used in performing step 1135 of
FIG. 3 and step 1265 of FIG. 4B.

For use in the enhanced method of FIGS. 4A and B, secu-
rity gateway computer 300q also includes a local certificate
cache 350a for storing and retrieving attributes of signed
server certificates. In addition, security gateway computer
300q includes a certificate encoder 360q for deriving a hash
value for cached certificate attributes, and a protocol
appender 340q for appending the hash value to a protocol
message. Certificate encoder 360aq is used in performing step
1215 of FIG. 4A, and protocol appender 340a is used in
performing step 1220 of FIG. 4A.

Further for use in the enhanced method of FIGS. 4A and B,
security gateway computer 3005 also includes a certificate
encoder 3605 for deriving a hash value for attributes of a
certificate provided by the server computer, and a certificate
comparator 3706 for comparing hash values generated by
certificate encoder 360a with a hash value generated by cer-
tificate encoder 3605. Certificate encoder 3605 is used in
performing step 1255 of FIG. 4B, and certificate comparator
3706 is used in performing step 1260 of FIG. 4B.

In the foregoing specification, the invention has been
described with reference to specific exemplary embodiments
thereof. It will, however, be evident that various modifica-
tions and changes may be made to the specific exemplary
embodiments without departing from the broader spirit and
scope of the invention as set forth in the appended claims.
Accordingly, the specification and drawings are to be
regarded in an illustrative rather than a restrictive sense.

What is claimed is:

1. A system for secure communication, comprising:

a first security computer comprising:

acertificate creator, (i) for receiving attributes of a server
computer’s signed certificate within a reply message
generated by a second security computer and commu-
nicated to the first security computer, the signed cer-
tificate being used to authenticate the server com-
puter, and (ii) for creating a proxy signed certificate
from the received attributes;

a certificate cache for storing and retrieving the
attributes of the server computer’s signed certificate;
and

afirst SSL connector, for connecting to a client computer
and for performing a first SSL handshake with the
client computer using the proxy signed certificate cre-
ated by said certificate creator; and

asecond security computer communicatively coupled with

said first security computer via a non-SSL. connection

for receiving a connection request message therefrom,

20

25

30

35

40

45

50

55

60

8

the connection request message including cached

attributes of the signed certificate, comprising:

a second SSL connector, for connecting to the server
computer, for receiving current attributes of the
signed certificate from the server computer, for per-
forming a second SSL handshake with the server
computer using the signed certificate, and for gener-
ating the reply message communicated to said first
security computer in response to the connection
request message;

a certificate comparator for comparing the cached
attributes of the signed certificate with the current
attributes of the signed certificate; and

aprotocol appender, for appending the current attributes
of the signed certificate within the reply message
communicated to said first security computer, when
said certificate comparator determines that the cached
attributes of the signed certificate do not match the
current attributes of the signed certificate.

2. The system of claim 1 wherein said first security com-
puter further comprises:

a certificate encoder for deriving a hash value of the cached

attributes of the signed certificate; and

a protocol appender, for appending the hash value derived

by said first security computer certificate encoder within

arequest message communicated to said second security
computer,

wherein said second security computer further comprises a

certificate encoder for deriving a hash value for the cur-

rent attributes of the signed certificate,

wherein said certificate comparator compares the hash

value within the request message with the hash value

derived by said second security computer certificate
encoder, and

wherein said second security computer protocol appender

appends the current attributes of the signed certificate to
the reply message when said certificate comparator
determines that the hash value within the request mes-
sage does not match the hash value derived by said
second security computer certificate encoder.

3. The system of claim 1 wherein said first and said second
security computers are network gateway computers.

4. The system of claim 1 wherein said first security com-
puter and said second security computer communicate using
an unencrypted connection that goes through at least one
other computer.

5. The system of claim 4 wherein the at least one other
computer includes a network gateway caching computer.

6. The system of claim 1 wherein said first security com-
puter and said second security computer communicate using
an encrypted connection that goes through at least one other
computer.

7. The system of claim 6 wherein the encrypted connection
is an Open-VPN connection.

8. The system of claim 6 wherein the at least one other
computer includes a network gateway caching computer.

9. The system of claim 1 wherein certificate attributes
include a domain name.

10. The system of claim 1 wherein certificate attributes
include a validity date.
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